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Abstract. The article actualizes the problem of digital transformation of enterprises, which 
is based on a comparative analysis of the positive effects of human genetics. 
The authors describe in detail the possibilities of digitalization in human life based on human genetics, 
reveal the features of the process of digital transformation of the enterprise based on the functioning 
of the data processing center, comparing it with the activity of the human nervous system. The study 
substantiates the need to develop technological platforms to support the digital system and accelerate 
the achievement of business goals, citing the responsible key human genes as an example.
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Аннотация. В статье актуализируется проблема цифровой трансформации предприятий, 
которая основана на сравнительном анализе положительных эффектов генетики человека.
Авторы подробно описывают возможности цифровизации в жизни человека на основе генетики человека, 
раскрывают особенности процесса цифровой трансформации предприятия на основе функционирования 
центра обработки данных, сравнивая его с деятельностью нервной системы человека. В исследовании 
обосновывается необходимость развития технологических платформ для поддержки цифровой системы 
и ускорения достижения бизнес-целей на примере ответственных ключевых генов человека.
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Introduction 5

In today's era, the importance of digital 
capabilities for enterprises is increasingly prominent. 
However, how to assess the digital capabilities 
of an enterprise and how to effectively carry out 
digital transformation are challenges faced by 

5 © S. V. Shkodinsky, Y. Lu, 2024
 Vestnik MIRBIS, 2024, no. 1 (37), p. 63–72.

many CIOs. In the past, the digital department was 
usually regarded as a support department, with a 
status equivalent to that of personnel, finance, and 
administration departments. However, the current 
digital transformation has moved forward and is in 
parallel with business goals. The digital processing 
capability of an enterprise directly determines its 
self-iteration and evolution speed. This article will 
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look at the digital maturity model of enterprises 
from the perspective of human genes, as the human 
body itself is like a nearly perfect self-circulating 
system. Starting from the ape-men more than 50 
million years ago, regardless of how the environment 
changes, humans can always gradually adapt and 
constantly complete biological evolution, which 
forms modern humans [Harari 2012]. Similarly, the 
digital transformation of enterprises should also 
draw on this adaptive mechanism to cope with the 
uncertainty of the business society. We will provide 
a reference model for each enterprise undergoing 
digital transformation by comparing human 
genes and digital capabilities, and determine the 
development direction.

Intelligent life and digitalization capability
The reason why the human body can dominate 

the earth is mainly because humans have always 
been a life form with intelligence [Miller1992]. 
Humans have excellent adaptability, advanced 
intelligence, and efficient social organization. 
Through the continuous development of science 
and technology, human intelligence has also 
been continuously improved, while creating more 
advanced tools and technologies, making human 
life more comfortable and safe.

The four major genes of the human body 
determine its evolutionary process, namely: 
intelligence gene [Wisdom of crowds... 2012], agility 
gene [Glaiel 2013], open gene [Lyu 2015], and 
health gene [Khoury 1996]. These genes correspond 
to various systems of the human body, and bear 
specific abilities to complete specific tasks. These 
abilities also have corresponding organs, forming 
a closed loop from organs to abilities to systems, 
and finally to genes. Let's take a closer look at the 
corresponding relationships between them:

The intelligent gene mainly corresponds to the 
human nervous system, which is responsible for 
perception, cognition, and decision-making. For the 
human body, the brain is the organ responsible for 
cognition, the spinal cord is responsible for gathering 
information, and the nerve endings are responsible 
for sensing external stimuli.

The agile gene also corresponds to the nervous 
system, which mainly involves flexibility and motor 
ability. For the human body, joints are the fulcrum of 
flexibility, muscles are responsible for stretching and 
storing energy, and bones play a supporting and 
leveraging role.

The open gene corresponds to the human 
circulatory system. It mainly involves the flow, 
transportation, and infiltration of blood. The heart 
is responsible for driving blood flow, while arteries 
and veins are responsible for transporting blood, 
and capillaries are responsible for infiltration.

Finally, healthy genes correspond to the human 
immune system. It mainly involves self-regulation, 
surveillance, and defense functions. Immune 
substances are responsible for self-regulation, 
immune organs are responsible for surveillance, and 
immune cells play a defensive role.

These genes and abilities circulate in the 
human body and are constantly evolving, enabling 
humans to adapt and evolve. When studying the 
digital capabilities of enterprises, we can draw 
lessons from them to build a self-contained digital 
capability model that is suitable for enterprises. In 
the following chapters, we will combine the basic 
structure of the human body with our understanding 
of digital capabilities to create a model that can be 
used for self-assessment, allowing each enterprise 
undergoing digital transformation to refer to and 
compare it.

Smart gen nervous system
The core of human intelligence lies in cognition, 

and the change of cognition is derived from the 
synergistic action of the nervous system. In the 
human body, the interaction between the brain, 
spinal cord, and nerve endings constitutes the main 
body of the nervous system, which aggregates a 
large amount of information and transmits it to the 
brain for decision-making.

For enterprises, the "nervous system" in digital 
transformation is the closest to the construction of a 
data center. In the process of digital transformation, 
the data center embeds data collection points in 
various digital systems. The role of these collection 
points is similar to that of nerve endings, used to 
collect various types of data generated in digital 
systems.

These data are aggregated through multiple data 
platforms, just like the role of the spinal cord in the 
nervous system, transmitting the collected data to a 
central data processing unit for further analysis and 
decision-making. These data platforms can be user 
data platforms, vehicle data platforms, quality data 
platforms, etc., which process and store different 
types of business data separately.

After collecting and summarizing a large amount 
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of data, enterprises need to use BI reporting tools to 
conduct in-depth analysis of business data, so that 
management can make more informed decisions. 
Management plays the role of the brain in the 
enterprise, and they need to develop and implement 
business strategies based on data analysis results.

The wisdom gene in digital transformation is 
precisely the ability to collect a large amount of 
process data, which enables enterprises to make 
decisions more efficiently. Through the analysis of 
historical data, enterprises can utilize AI technology 
to form automated decision-making capabilities, 
further improving operational efficiency and 
decision-making quality. 

In summary, the digital transformation of 
enterprises draws on the wisdom genes of the 
human nervous system, and improves the cognitive 
ability and decision-making efficiency of enterprises 
through the construction of data platforms and 
the use of artificial intelligence technology [Jin 
Weiyong 2022]. This kind of reference not only 
helps enterprises to better adapt to the constantly 
changing market environment, but also provides 
strong support for their continuous self-iteration 
and evolution.

The following figure 1 shows a digital example of 
the nervous system.

Fig. 1. A digital example of the nervous system
Source: Authors' diagram based on data from this study

Agile gene – motor system
In the digitalization department of an enterprise, 

one of the main responsibilities is to help various 
business departments implement digital systems. 
However, how to make digital systems land faster 
and more stably has always been a challenge faced 
by every digitalization department. In the face of 

constantly changing demands, how to adapt to 
changes and summarize demands for rapid delivery 
requires drawing on the agile gene in human 
genes - the motor system.

The human movement system is mainly 
composed of joints, muscles, and bones [Dimon 
2001]. The cartilage in the joints plays a flexible 

http://journal.mirbis.ru/
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role, while the joints themselves also have a fulcrum 
effect. Compared to the digital transformation of 
enterprises, this is like a research and development 
operation platform. It can play a role in rapid 
continuous integration and continuous deployment, 
and even achieve gray release and rolling release, 
thus ensuring that the development capabilities 
and online operation capabilities of enterprises can 
be highly integrated. This can greatly liberate the IT 
operation and maintenance costs of enterprises.

Muscles play a role in stretching and storing 
energy in the motor system. Through daily training, 
muscle fibers can grow, thereby releasing amazing 
energy when needed. This is like the technology 
platform of an enterprise, which usually develops 
and reserves some basic technical components, such 
as message sending, file uploading, OCR scanning, 
and other abilities that are often used in digital 
systems. When needed, the technology platform 

can support the development of the entire digital 
system and can be quickly integrated and used, 
thereby saving development efficiency, accelerating 
the iteration pace of the digital system, and enabling 
faster achievement of business goals.

Bones play a supporting and leveraging role in 
the motor system, making it possible for humans 
to move freely. Only a fully intact bone structure 
can enable people to continue to exert the role of 
joints and muscles, thereby truly enhancing their 
overall motor ability. In the enterprise, bones are like 
our cloud infrastructure platform [Narayan 2022]. 
Any problems with our cloud services, databases, 
message queues, networks, etc. will greatly reduce 
the effectiveness of our digital system, and in severe 
cases will cause system failure [Li Liuying 2021]. 
Therefore, having a complete cloud infrastructure 
platform is the foundation for system digitalization.

Fig. 2. The digitalization corresponding example of the motion system
Source: Authors' diagram based on data from this study

In summary, the digital transformation of 
enterprises draws on the agile gene in human 
genes - the motor system. By building R&D 

operations, technology, and cloud infrastructure 
platforms, enterprises improve the agility and rapid 
response capabilities of their digital systems. This 
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reference not only helps enterprises better adapt to 
the constantly changing market environment, but 
also provides strong support for their continuous 
self-iteration and evolution.

At the same time, the digital transformation of 
enterprises also requires continuous improvement 
of various capabilities. Just like humans need to 
exercise to improve their athletic ability, enterprises 
also need to continuously improve their cloud 
infrastructure capabilities, technology platforms, 
and research and operation platforms. Only in this 
way can enterprises truly possess extraordinary 
digital capabilities and iterative capabilities. In the 
future business competition, these capabilities will 
bring huge advantages and competitiveness to 
enterprises.

The figure 2 shows the digitalization 
corresponding example of the motion system.

Open gene-circulatory system
The main function of the human circulatory 

system is to carry out the circulation of body fluids 
[Circulatory System Based... 2022]. In the blood 
system, blood is transported to the entire body 
through organs such as the lungs, kidneys, heart, 
and blood vessels, and nutrients from the digestive 
tract are delivered to the required tissues and 
organs to maintain sustained energy and vitality. 
Similarly, a modern enterprise is like a human body, 
with functional departments at all levels. These 
departments also require continuous nutrient 
supply to maintain efficient operation, just like the 
various organs of the human body. This requires 
our digital departments to have a strong open gene 
[Conditional activation of ... 2004].

The circulatory system consists of the heart, 
arterioles, venules, and capillaries. The main function 
of the heart is to promote blood circulation, provide 
blood supply to body organs, and pump blood. This 
is like the various products our company delivers 
to users. The sales situation and user reputation 
of the product directly determine the success or 
failure of a company. In order to provide better 
products, the launch of each product depends on 
the collaboration of multiple departments, such as 
research and development, sales, delivery, quality, 
and user operations. The digital department needs 
to provide corresponding systems and tools for 
these departments to ensure that these departments 
can achieve language unity, behavior unity, and 
management unity in the process of mutual 

collaboration. Only in this way can the company be 
united and succeed at one fell swoop [Wong 2023].

Arteries are blood vessels that transport the 
blood pumped out by the heart to various tissues 
and organs around the body or the lungs for 
gas exchange. The speed of the operation of the 
arteries determines the speed of the metabolism 
of the heart and lungs in the human body, and so 
does the enterprise. Our digital enterprise needs a 
corresponding business platform to enhance the 
iteration and evolution speed of the enterprise 
digital system. We know that if an enterprise has 
multiple systems, the accumulation over a long 
period of time will be like various chimneys, which 
is difficult to maintain. What we need is to extract 
and integrate these business forms with similar 
functions into a business platform, which not only 
has unified management, but also greatly improves 
efficiency on the business side. In practice, we have 
found that a settlement platform can summarize 
the settlement modes of various products in the 
enterprise, integrate various payment scenarios 
(cash, points, cards and coupons) as well as tax 
rate and exchange rate scenarios, and submit 
them to the financial system. Each business system 
only needs to focus on its own business logic, and 
does not need to learn professional financial logic, 
greatly reducing the burden on the business system. 
Therefore, the strength of the artery can ensure the 
strength of the human body, and the strength of the 
business platform can also ensure the continuous 
and efficient iteration of the enterprise.

Capillaries have the function of connecting 
arterioles and venules, transporting blood, and 
exchanging substances with tissues. They can 
truly link various organs in the human body. In the 
enterprise, in addition to newly delivered digital 
systems, there are still some relatively outdated 
systems still in use. These systems are relatively 
incapable of expanding their architecture and data 
are relatively closed, resulting in some important 
data in the enterprise being unable to communicate. 
At this time, digitalization also needs its own 
capillaries to connect such new and old systems, 
forming a truly open gene. This requires the use of 
our integration platform, through the low-code API 
programming and embedding capabilities, it can 
build a data interface layer in the old system. The API 
opened on it can achieve data transmission as long 
as it conforms to the standard interface protocol 
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(Restful), which can completely open the enterprise's 
circulatory system. At present, many Chinese 
companies have noticed this business opportunity 
and started to develop, such as Huawei's ROMA 

system, which can integrate not only software but 
also hardware [Wiklund 2003].

The following figure 3 shows Schematic diagram 
of Huawei ROMA network architecture.

Fig. 3. The digitalization corresponding example of the motion system
Source: Authors' diagram based on data from this study

It can be seen that the digital transformation of 
enterprises draws on the open gene of the human 
genome - the circulatory system. By building powerful 
digital platforms and tools, enterprises can promote 
collaboration and communication between various 
departments, accelerate the iteration and evolution 
of digital systems, and achieve interconnection 
between old and new systems. This kind of reference 
not only helps enterprises to better adapt to the 
constantly changing market environment, but also 
provides strong support for their continuous self-
iteration and evolution.

The digital schematic diagram of the circulatory 
system is as follows (Fig. 4).

Healthy genes-immune system
Finally, let's look at the health genes of humans. 

The reason why the human body can maintain 
health is entirely dependent on a complete 
immune system. The immune system ensures that 
the human body is protected from viruses and 
bacteria, and it consists of immune substances, 
immune cells, and immune organs, which play the 
roles of self-regulation, surveillance, and defense. 

Similarly, enterprise information security is also 
a top priority, and any carelessness may bring 
devastating blows to the enterprise. Unlike other 
genes, in order to ensure the health of enterprise 
information, information security usually requires 
comprehensive defense. Because unknown 
attacks are happening all the time, in addition to 
surveillance and defense, we also need the ability 
to quickly recover, so as to maximize the protection 
of enterprise operations. Therefore, we need to 
establish a security platform, which can provide 
comprehensive protection for enterprises from 
data, applications, and systems [Characteristics of 
anti-CLL1... 2022].

Firstly, immune substances mainly regulate the 
environment of the autoimmune system, remove 
damaged and dead cells, and maintain the stability 
of the immune system. In the security center, this 
corresponds to data security. Data is the foundation 
of everything, and only when data is secure can the 
enterprise operate safely. Therefore, the automation 
desensitization of some key data by enterprises 
can ensure that even if competitors obtain the 
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data, they cannot find the corresponding analysis method and cannot identify the meaning.

Fig. 4. The digital schematic diagram of the circulatory system
Source: Authors' diagram based on data from this study

Secondly, the role of immune cells is to identify 
and eliminate abnormal cells such as tumor cells, 
dead cells, and senescent cells in the body, and 
prevent normal cells from developing lesions. 
This corresponds to the application security of the 
security platform. Application security monitors the 
access and attack status of each interface in real time. 
Once there is an abnormality, it will immediately 
alarm, and the enterprise will quickly enter a state of 
alert to respond in the first time.

Finally, the main function of immune organs is 
to perform immune defense. They eliminate foreign 
objects, antigens, microorganisms, bacteria, viruses, 
etc. through judgment, which is the self-defense 
of the body against external substances. This is like 
the security of our security platform. We organically 
integrate encryption technology, monitoring 
technology, defense and repair technology to form a 

systematic system. This system has the ability to self-
iterate and evolve, and can upgrade new defense 
libraries as the environment changes. In this way, 
enterprises can be in a safer digital environment and 
operate stably.

Therefore, it can be seen that the digital 
transformation of enterprises draws on the healthy 
gene of the immune system in human genes. By 
building a powerful security platform, enterprises 
can protect their information security in all aspects. 
This not only helps enterprises to deal with various 
potential threats and attacks, but also improves their 
stability and resilience. Just like the human body 
needs to rely on the immune system to maintain 
health, enterprises also need to rely on the security 
platform to ensure the smooth progress of their 
digital operations. The following diagram (Fig. 5) is a 
schematic diagram of the enterprise immune system.

http://journal.mirbis.ru/
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Fig. 5. Diagram is a schematic diagram of the enterprise immune
Source: Authors' diagram based on data from this study

Conclusion
Through the research and analogy of the four 

genes, we found that human beings, as intelligent 
life forms, have similarities to the operation of 
enterprises. Through detailed analysis of several 
systems, it also gave our enterprise CIO a new way 
of thinking. Through the analysis and comparison of 
daily things, our CEO and some non-IT professionals 
can quickly understand our daily work, and also 
allow more business personnel to participate in 
our digital construction, and achieve the goal of 

digital transformation as soon as possible. This also 
helps enterprises to better adapt to the constantly 
changing market environment, improve their 
competitiveness and sustainable development 
ability.

Finally, we hope that the digital transformation 
of our enterprises can draw on more human genetic 
wisdom to create a more healthy, stable, and flexible 
digital system, and promote the prosperity and 
development of enterprises.
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